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SQL Injection

Structured Query Language is a standard language used to store, manipulate and
retrieve data within databases. SQL is a critical component used across various
industries and technologies, for an example it is used within online banking, health care
systems, social media platforms and E-commerce sites. [1]

When developers have not adequately validated user input before using itin adatabase
query, there is a risk of SQL Injection. SQL injection is a vulnerability which can allow
attackers to manipulate how an application interacts with its database by inserting
harmful SQL commands into input fields such as search boxes and login forms. With
the correct command, attackers can access, alter or delete information without
authorisation. This could lead to attackers obtaining administrative control of
databases, data breaches and compromised user privacy. [2]

In 2021, the Open Web Application Security Project (OWASP) listed Injection as the third
most common security vulnerability in web applications.[3] In 2013, Yahoo experienced
one of the largest data breaches in history. The SQL injection attack led to the exposure
of 3 billion accounts, including security questions and answers, this raised concerns
about potential identity theft. Fortnite reported a vulnerability which allowed attackers
to access over 350 million user accounts; the issue was patched promptly. In 2018, a
vulnerability in the Cisco Prime License manager was discovered; an attack could
exploit POST requests and allow access to modify and delete data and gain shell
access with privileges. The issue was patched on 28th November 2018. [4]

Attackers can manipulate user input to execute commands, for example, gaining admin
or super user privileges, obtaining passwords, escalating privileges and executing OS-
level commands. Such attacks exploit flaws such as directinterpolation of inputs, lack
of validation and excessive database privileges.

OWASP provides the five best ways to mitigate injection vulnerability, such as HTML
Encode alluserinput, using static analysis tools, using prepared statements (allowing
the SQL parser to distinguish between code and data), using stored procedures and
providing developer training on securing code. [5]

An example of SQL injection from User input would be if an attacker wanted to expose
sensitive data such as usernames and passwords:

Original Script:

$keyword = $_GET['keyword'];

$query = "SELECT name, price FROM products WHERE name LIKE '%$keyword%';";

$result = odbc_exec($conn, $query);

An attacker could submit “UNION SELECT username, password FROM users; --”




Which would amend the query to: SELECT name, price FROM products WHERE name LIKE
'96'

UNION SELECT username, password FROM users;--';

This guery allows the attacker to retrieve all usernames and passwords from the users
table. Parameterised queries could have prevented this output from being provided.

For an example:
$keyword = $_GET['keyword'];

$query = "SELECT name, price FROM products WHERE name LIKE ?;"
$stmt = odbc_prepare($conn, $query);

$param = "%$keywordx";
odbc_execute($stmt, [$param]);

Within the above example, the user can still input their intended malicious query;
however, it will be processed differently. The query is sent to the database with a
placeholder ‘?’ for the $param, $stmt represents a pre-compiled SQL query that has
not been executed. obdc_prepare is used to separate the SQL code from the data
input; this means any special characters that could be used maliciously are seen as
plain data and not as part of the SQL command, which prevents attackers from altering
the query logic. odbc_execute is then used to execute the prepared statement and
parameter ($stmt, $param). As the query and the data are handled separately,
malicious input will not alter the SQL syntax. The query has also been pre-compiled,
which can improve performance if executed multiple times with different inputs. [6]

Code Review

The following table demonstrates SQL injection attempts across all pages to identify
any weaknesses, the table will stipulate the type of injection attempted, provide a
screenshot of the code and result from the website.

There are five types of injection attempted within these tests:

1) Bypass authentication:'OR 1=1 --,thisinjects a condition thatis always true
bypassing login authentication by terminating the query with — (commenting out
the rest)

2) Extractdatabaseinformation: ' UNION SELECT null, database() -this
method uses a union statement to combine results from the query with the
name of the current database.

3) Blind SQL injection ¢ AND 1 = 1 —— and ‘ AND 1=0 -- thistestsifthe
website responds differently to a true or false condition.




4) Time based blind SQL injection ¢ OR SLEEP(5) -- delays the server
response by 5 seconds if the query executes successfully which identifies
vulnerabilities when no output is visible.

5) ExploitInformation schemauses: ' UNION SELECT table_name, null
FROM information_schema.tables --retrieves table names from the
database metadata which is useful for enumerating the database structure.

Website Name: landingpage. php (connects to) searchresults.php

Screenshot:

($result))

. $r["Mame"] . '">

Figure 1 - landingpage.php query

Generate a New Quest

Select a difficulty level: ® Easy © Medium @ Hard

Figure 3 - variables set for searchresults.php

$query

Figure 4 - query on searchresults.php




RESULTS

slacksmith. nincrals are

ent from the mins of a lo

me & 200 Gold

Figure 5 - Searchresults.php - outcome

SQL injection query: This query does not involve text input by the user. Users are
provided options retrieved from the database to complete the query.

Susceptible to injection:
As the query does not require user manual textinputitis less likely to be vulnerable to
SQL injection.

Website Name: Search.php (connects to) dosearch.php

Screenshots:

Figure 6 - search.php input options

$Search

Squery=" 5t

Figure 7 - dosearch.php query




RESULTS

an ancient

of natural hazards and mystenous creatures as you explore deep into the earth to

Difficulty Hard
Reward

Figure 8 - Search results following injection query

SQL injection query:

Search:

Figure 9 - Bypass authentication attempt

Susceptible to injection: As seen from the above screen shots an attacker can inject
malicious SQL code bypassing filters to retrieve unintended data. This is due a lack of
validation or sanitisation to the code. With this query the user can input $Search into
multiple fields without any safeguards. To improve this code using prepared statements
to the following would prevent misinterpretation of the query.




$Search = $_POST["Search"];

< $query="

$search_param =

$stmt =

", $search_param, $search_param, $search_param, $search_param, $search_param);

$result ($stmt);

$numrows=mysqli_num_rows($result);

Figure 10 - Amended prepared statement

Website Name: login.php (connects to) checklogin.php

Screenshot:
action="checklegin.php" method="POST">
>Please login:</b><br><br>
Username: < "text" name="un"><
Password: < ype="text" name="pw">

type="submit" value="Login">

($link);

($stmt, $query)
($stmt, "ss
($stmt) ;

$result ($stmt);

$numrows = mysqli_num_rows ($result);

Figure 12 - checklogin.php prepared variables for query

Home Login Logout Search

Sorry, your log in details did not match our system

Figure 13 - result following attempted injection




SQL injection query:

Username:

'OR 1=1 --

Password:

admin

Figure 14 - bypass attempt

Username:

"UNION SELECT null, database()

Password:

Figure 15 - Union injection attempt

Susceptible to injection: The script is not susceptible to bypass filtering or union
injection. Further security would be beneficial when using passwords, within a live
public database the passwords would be encrypted using the password_hash()
function.




Website Name: checklogin (links to) account

Screenshot:

($_SESSION[®

href="login.php"> Login Page </

$_SESSION[ 'User

$un $_SESSION['U
$query = ECT * FROM
$result iery(

(!$result) {
C . mysqli_error($link);

($result):

Figure 17 - Admin Functions

SQL injection query:

The connection between these two pages does not require any user input. The user will
have been provided with an account screen that uses the user login details input on
login.php. The page verifies that the session is still live with the previously input login

details. As there is no user input required for these pages there Malicious SQL injection

should not be possible.




Susceptible toinjection: Should a malicious web user attempt to access this page
they will be met with an error from the checklogin page prior to reaching this page
therefore this page should be protected against malevolent use. Further to this the page
leads only as a directory to other functions. The code does check if auseris an Admin
granting them further functionality with CRUD functions.

Website Name: account.php (connects to ) amenduser.php (connects to)
update_user.php

Screenshot:

href="../login.php"> Login Page </a>

$un = $_SESSION['L

($link, Sque;y)'
($result);

User Details </

f ($rom[

Figure 18 - Check useris logged in to access the page and user type to limit admin privileges




2="Username"

Password:

it* name 2="Update">

="submit® name="delete" value="Delete

Lue="Add Admin

-php" method="P

> Username: <
lue

> Password: </

sword">

Figure 19 - User form provided - inputs user details as read only for standard users




Username:

test123

Password:

test@email.com

Figure 21 - error from injection attempt

SQL injection query:

Password:

"UNION SELECT null, database()

Figure 22 - Injection attempt




Susceptible to injection:

The error presented indicates that the user input directly embeds into the SQL query
without validation or cleaning of the statement. Allowing an attacked to inject malicious
SQL syntax. To resolve this the variables within the query, need to be prepared as
follows:

¥ mysgii_smor ® -

#  Entire Workspace
1ew_password
Snom_email = §_

new_username, 3new_password, Snem_email, Sun);

$_SESSION[ 'User new_username;

mysqli_stwt_error($stat);

_username

($link, $
($stat,

($stmt)) {

mysqli_stwt_error($stwt);

mysqli_stmt_error($stmt);

Figure 23 - Amended SQL Prepared statements




Website Name: createquest.php (connects to ) savequest.php

Screenshot:

="multipart/form-data">

>Select a difficulty level:</
clas "radio oup">

e="Medium">

>="Hard">

required >
Select a category:

teg

$query =
Sresult=

($r= ($result))

$r["Name"]

Upload Image: < Lype "file" Name="imgfile"> <

type "submit"™ value ="Submit">

Figure 24 - createquest.php user input form

($_SESSION['Username'])) {

0;

Figure 25 - savequest.php checks that the user is logged in before running the form




A Joryl
($link, $categ

($link, $insertQuery

mysql

e, Ssummary, Sdetails, Sdifficulty, Srewards,

Figure 26 - The form data is inserted into the database using a prepared statement preventing SQL injection

Quest created successfully!

Return to account Management

Figure 27 - Results from injection attempt

SQL injection query:

Create your adventure

Title:

' UNION SELECT table_name, null Fl

Summary:

Figure 28 - Exploit information_schema tables attempt.




Susceptible to injection:
Whilst the injection attempt has not been successful further validation of the fields to
limit input would benefit the database from unnecessary records being added.

Website Name: managequests.php (connects to) editquest.php

Screenshots:

/login.php"> Login Page <

st_1id ($_GET[ 'quest_id
Suser_id $_SESSION[
Figure 29 - editquest.php retrieves the guest_id from the previous page.

ficulty

jupdate_gues

(Supdat

Figure 30 - editquest.php statements prepared user_id to ensure correct user is editing form.




Quest updated successfully!

Figure 31 - Results from SQL Injection attempt

SQL injection query:

Edit Quest Details

Title:

'OR 1=1

Summary:

Figure 32 - SQL injection attempt




Susceptible to injection: The query within editquest.php has not been victim to the
SQL injection however the quest title has updated within our database to the attempt
phrase:

Summary Details Difficulty Rewards

Figure 33 - Editquest.php following query submission. Infiltration failed however the fields within the record have
changed to the implemented query code.

Furthervalidation rules could be set to limit special characters from being included
within the database fields.

Edit Quest Details

" OR SLEEP(5)
Summary:

nd rumored to be home to hidden tr nd ancien

Figure 34 - Further test following amendments

SLEEP (5)

Summary:

Please match the requested format.

Title is required and must not exceed 20 characters or hold any special characters




Website Name: Erasequests.php (connects to) Updatequests.php

Screenshots:

Q0);

./conn ) .php";

($_SESSION['Username'] == "") {

L¢

Figure 35 - erasequests.php passes the logged in user details in the session to confirm if the user is logged in. This
statement output of "Username" was cleansed at the point of userinput on the login.php page.

Figure 36 - from the same login.php input the script will validate if the user has admin user_type to grant access to
additional permissions

categor

$result = ($link, $query);
(!$result) {
Error: " . mysqli_error($link));

Figure 37 - erasequests.php will provide a full list of the quests within the database having validated Admin user type




href="updatequest.php?quest_id= $quest['QuestID'];?>">

>Edit

onclick="showDeleteModal("' $quest['QuestID’'];
($quest['Title']); ")">Delete</

Figure 38 - The user is provided with two buttons, one which deletes the quest the other allows them to update the
database.

($link, S$query);
($stmt, 'i', $quest_id);
($stmt);
Sresult ($stmt);

(!$result) {
("C ( ror: . mysqli_error($link));
fquest = ($result);

(!$ques

Figure 39 - Updatequest.php pulls the quest details from the selected quest on the previous page and checks if the

questis valid having used a prepared statement to ensure the questidis correct.

Supdate_guest_guery = "

quest_guery

s5ii”, $t ils, $difficu frewards, $categor $quest_id);

mysqli_stwt_error($stmt)

Figure 40 - To update the record the Update query is passed through a prepared statement detailing the type of

datatype before confirming the request has been successful or not.

Sammary Dhetails Difficulry ~ Rewards Category Actions

Figure 41 - Result following attempt to inject using the edit form. There are visible issues with the input here caused by
insufficient validation. Restriction of symbols would benefit the records from being updated with erroneous records.




SQL injection query:

Edit Quest Details

Title:
'OR 1=1 -
Summary:

Figure 42 - 3QL injection on Admin Edit form

Susceptible to injection:

As previously mentioned, the SQL injection is unsuccessful; however, the title name
has been changed to the phrase used by malicious users. Further validation rules could
be setto prevent such inputs being added to the record.

$errors = [];
C ($title)
$errors[] =

($summary)
$errors[] = "Summary i

Figure 43 - Example of additional validation rules included to prevent special characters from being included within
the record.

Website Name: Erasequests.php (connects to) Removequests.php

Screenshot:
method="post" id="deleteForm" action="removequest.php">
ype="hidden" name="quest_id" id="questId">

>="submit® n "confirm" value="true"> Confirm</
»="button" cla "close"> Cancel</

Figure 44 - input method for erasequests




(s_

href="../login.php"> Login Page </
}

$un = $_SESSION[®
fquery = CT
$result =

$result) {
"Database query d: " . mysqli_error($link);

$delete_query = ° )M Quests WHERE Q

$stmt =
(1$stmt) {

$delete_query)

p 1 er . mysqli_error($link));

($stmt, "i", $quest_id);
($stmt)) {

mysqli_error($link);




Figure 46 - removequest.php query to delete questid

SQL injection query:

The request method confirms that a POST form has been submitted to access this
page. The page then subsequently checks the quest_id received from the form and
prepares the id prior to running the query. As there is no option for SQL Injection for this
form to access this query other than via the Login.php which has been tested above.

Susceptible to injection:
The delete query bases the quest_id on the previously selected quest_id using POST.
The use of mysqli_prepare and mysqli_stmt_bind_param protects against SQL injection
for the deletion operation.




Website Name: register.php (connects to) saveaccount.php

Screenshots:

[ ]

$formData (fn($field) == $_POST[$field] 2?

$requiredfields);

SformData,

rnase, SPassword,
uery X
stmt

$Password,

Figure 48 - Function and Query within saveaccount.php which prepares the statement from the previous page.

Home Login Logout Search

Record Added!

Figure 49 - Result of SQL Injection




.7 Edit % Copy @ Delete 42 DBwizard Password123 ' OR 1=1 — User

Figure 50 - phpmyadmin view of added record.

SQL injection query:

Register an Account

Username:
DBwizard

Password:
Password123

Email Address:

Submit

Figure 51 - SQL injection input




Register an Account

Username:

JapaneseWarrior

Password:

Email Address:

'"AND1=1--

Please include an '@" in the email address. “ AND 1 = 1 --'is missing an '@".

Figure 52 - Blind SQL injection attempt

Susceptible toinjection: The query to insert users into the database uses prepared
statements and mysgli_stmt_bind_param to mitigate SQL injection.

There is a potential vulnerability within the database as passwords are inserted directly
without hashing. Using password_hash before storing them in the database would
reduce the risk of data being exposed in plaintext.

Further validations for inputs would be beneficial to reduce errors on records such as
invalid email addresses.




. SUsername)) {

C L
Serrors[]

($Email, FILTER_V
"Invali nail

Figure 53 - Example additional validations applied to the PHP side

Following areview of the web pages above itis clear that prepared statements are
beneficial in the prevention of SQL Injection, however the use of Validation rules on the
front and back end of forms to restrict records being amended with erroneous inputs.

Future improvements to be made to the scriptinclude:

Front end form improvement using the <email> and <password> tag, max and min
length to stipulate the length of a use input along with set rules for password input such
as Upper case, lowercase and a numeric value. Restricting the fields that allow special
characters would likely remove the input of the SQL injection queries.

Onthe back-end validation and error reporting for the inputs which are not stopped by
the front-end form. Using if statements to print the relevant error message to the front-
end page.
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Appendix

I acknowledge the use of ChatGPT (https://chatgpt.com/) on 16 December 2024 to
support my research using the prompt:

1) Please provided me with materials on SQL Injection for research. Include
academic sources from the past 3 years.

2) Please provided me with materials on high profile data breaches thatwere as a
result of SQL Injection. Give details and sources to the information including
what data was obtained

| confirm that | have not presented any Al generated text as my own work. | confirm |
have copies of my drafts, notes, and other resources | used before, and after the use of
Altools which | may be asked to provide in evidence.
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GRADEMARK REPORT

FINAL GRADE

/100

GENERAL COMMENTS

Database Structure and Design - Good - lots of
tables appropriately normalise. You might consider
rather than repeating "Pending", you could use 1 2 3
etc for states and then just sort out the text for the
front end display in code - this could mean fewer
instances of repeating text in your database. 9/10

Range of back-end coding - Make sure when
developing websites that your homepage is either
home.php or index.php so that it loads automatically.

Be careful that you select a radio button my default or
an error is shows.

Search results are good with a following page also.

Be careful to validate the input - by not entering
anything in the search bar, | was able to see the whole
database - probably not what you want, and as your
site grows the results page would be huge!

Login is good - it would be better to filter "Login" out of
the top bar once you're logged in to make it more user
friendly.

Add is good with some validation - | would make image
non-essential though as this throws an error if you
don't put one in. Appreciate the use of the populated
pull down menu

Good delete with confirmation.



Login is well managed with URL attacks accounted for.
Well done.

A good range shown overall, just a bit more attention
to detail with the validation/search 40/50

Overall integration of website - Quite well laid out
but the yellow on maroon is a little hard on the eyes! |
lost my way a bit on the admin side of things, make

sure you have a link back to the admin home from all

pages.

7/10

SQL Injection overview - Good summary and the
example are clearly shown. Happy with this. Coul
dhave mentioned the danger of single quote and why
13/15

SQL Code implementation/proposal - Very
thorough. Well done.15/15

Overall mark for PHP assignment: 84%

Overall mark for module (including Divya's
assignment) - 88.5%
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